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Introduction

These modification notes contain information relating to the maintenance release of Netop Remote Control 12.84. As a
maintenance release, version 12.84 is free for customers with a valid 12.80 license. Information about the 12.80 release

and subsequent maintenance releases can be found on the Release History section of the Netop website.

If you have questions about your license or wish to upgrade to Netop Remote Control 12.80, please contact Netop or your

local Netop partner for more information.

References to the Netop Remote Control Portal include:
® the web interface
® the communication profile in the components

® the associated services

Security Issue

Working in conjunction with external security researchers, Netop has identified an issue related to the MSI repair process
of the Netop installer. This issue affects all supported versions of Netop Remote Control for Windows, including the Guest,
Host, Gateway, and Security Server modules. The issue may allow an attacker to elevate permissions inappropriately or

disrupt the availability of installed programs.

Exploiting this vulnerability requires a high degree of technical proficiency and no reports have been made of a successful
exploit outside a test environment. Nevertheless, we strongly recommend all users upgrade to the latest version as

soon as possible.

Netop™ is a trademark of Netop Business Solutions A/S. All other products mentioned in this document are trademarks of their respective
manufacturers. Netop Business Solutions A/S denies any and all responsibility for damages caused directly or indirectly as a result of using this
document. The content of this document is subject to change without notice.
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https://www.netop.com/remotesupport/product/downloads/previous.htm
https://www.netop.com/remotesupport/contact.htm
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Bugfixes

e Fixed a bug where the Netop Guest application would crash when a user clicked on the Cancel button in the password

prompt of a password protected phonebook file.

Netop™ is a trademark of Netop Business Solutions A/S. All other products mentioned in this document are trademarks of their respective
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