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Introduction

These Modification Notes contain information related to a maintenance release of Netop WebConnect 1.9 and
include updates to the Connection Manager and Connection Server modules.

Connection Manager 1.96 (2015224)

Connection Server 12.20 (2015224)

18 of August 2015

This release is free for customers who already have a valid Connection Manager 1.9 license key and a valid
Connection Server 12.20 license key. To read more about what’s new in Netop WebConnect 1.9, please refer to

the Release Notes on www.netop.com

If you have questions about your license or wish to purchase an upgrade to Netop WebConnect 1.9, please
contact Netop Customer Service or your local Netop Partner for more information.

Logjam

Logjam is a security vulnerability against US export-grade 512-bit keys in Diffie—Hellman key exchange (more info
here). This version of Netop Remote Control comes with a fix for this and other security issues. Affected modules
included in the release: Host, Security Server, Gateway and Name Server.

Stronger hashing
Stronger password hashing has been implemented for locally stored passwords.

WebConnect hosting

The existing WebConnect services hosted by Netop will be upgraded to the latest WebConnect 1.96 release
during the following scheduled maintenance windows:

e EMEA: Monday 17th of August 2015, 01:00 a.m. — 02:00 a.m. (CET)
e Americas: Monday 17th of August 2015, 03:00 a.m. — 04:00 a.m. (CDT)

If you are using the hosted services in these regions, please note they will be unavailable during the above
maintenance windows.
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